Introduction
Thesis title: 

(xx Digital) Identity Management: Challenges and Benefits

What is identity?

Identity is who or what I am. Very often you will have to prove your identity. You can prove it in number of different ways: by your fingerprint, your signature, by proving knowledge of facts about you, e.g. your birth date or by showing your ID card. Looking at an individual isolated from the rest of the world, identity is something you ARE, something you DO, something you KNOW, something you HAVE. Identity has its social dimension to; it is also what others - especially authorities - have on you i.e. somebody’s reputation. Some authors think that the social dimension is much bigger than subjective identity. We tend to believe in equal importance of the two dimensions. The two dimensions are shown in figure 1.1
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The cheque will be cashed on proof of identity. Clearly, it is not enough that you know who you are; very often you have to show or prove that you are the one you claim you are. The most common way to prove your identity to a third party is with your identity card. 
Identity card or ID card is a card issued by some authority, often with a photograph. ID is carried or worn by somebody for the purpose of showing who he or she is. If you don’t have your ID, you can hardly prove who you are, and your identity can easily be mistaken. Showing an ID activates the chain of trust, as shown on the figure 1.2. 
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Nearly every person has his name, gender, birth date and physical features such as eyes color, weight, and height registered somewhere. Most of people, at least those living in non-nomadic type of society, would typically have their addresses, occupations, e-mails, and telephone numbers registered. Communities, government authorities, schools, companies, clubs and associations, might also have identity data stored and usually some kind of personal number bound to our identity. Identity is therefore something we are (facts about us and our physical features) and something others have on us. 

When we meet someone for the first time we often exchange some identity data. We may also learn about the person from other side. Things others hear about us create some of our reputation. It is very often more important what other people, especially authorities, say about us, than who we really are, or what we ourselves think we are. Some authors even set the equals identity with reputation. Who we are is most often the combination of facts about us and our reputation. We prove our identities with some kind of identification document (ID) issued by authorities. The ID is more trusted if our photo is on it.

Digital identity

Digital identity is a part of an individuals overall identity – a part translatable in bits and bytes, stored somewhere, transmitted over electronic networks, used, copied, deleted, retrieved, manipulated etc. In the virtual world it is easier to have more than one identity. On the Internet nobody can see you; you can have dozens of identities on the Internet. Still, once we start talking about access to sensitive data or scarce resources, we have to make sure that a “real” person, with name and some kind of ID number is on the other side of the line. In that case it is of extreme importance that the trust in digital identity is preserved at any cost. Since digital identity is but a pattern of digital code, it is easier to falsify or corrupt somebody’s identity. Installing a passport sniffer on the Internet, or even recording keystrokes can corrupt someone’s digital identity. Thus security has to be at the highest possible level. Our digital identity data has to be protected from unauthorized access. Authentication and access control are the most important issues of digital identity management.
In the virtual world of the Internet and other electronic networks it is more difficult to prove somebody’s identity and exchange identity data. How can we trust somebody we don’t know, somebody we don’t see, even somebody who might not exist? I can trust such a person only if someone else, who I trust, guarantees that the person is trustworthy, that someone is the one she says she is. The trusted person then gets the permission to access some of my resources. Digital Identity (DI) management is basically authentication, authorization and access control, and as such is an important part of it-security. Within it-security storing and administrating user data plays an important role as well as controlling user behavior by analyzing log files. Digital Identity isn’t just limited to it-security; for instance DI has connection to privacy and legal issues. 

As we talk more and more about network economy and service oriented architecture (SOA), DI is increasingly becoming a business development enabling factor. Many organizations today have so called identity data silos, a sort of encapsulation of identity data. These data mostly cannot be exchanged with other programs running on other platforms. Organizations today usually rely upon various applications, very often a couple of operating systems and platforms supplied by number of vendors. Each application usually comes with built-in, integrated identity management that has to be administered somehow. Every change of user status therefore has to be updated separately, and usually cannot be automated. Very often system administrators have to manually change and update user data, and that is an error-prone activity. Bigger organizations might have several databases with identity data where some data are updated and correct, and others are not. Old users not deleted, new users not registered, forgotten passwords, differences in naming and data description can turn the life of security personnel to a nightmare. 

Another issue is need for an exchange of user credentials between several systems and applications. Modern users seek the best possible, tailor-made service in the shortest amount of time. At the same time she requires access to the resources with minimal authentication effort. Users today have to remember several, sometimes dozens of usernames and passwords, and that is burden for users, but also to identity data administrators. The ideal situation for modern users is compounded in term “Single Sign On”, which is basically nothing else but the principle: let me sign on only once, and as I move around on the network, let my credentials be transferred from one site to another. To this transfer, of cause, the highest possible security level has to be assigned, to ensure data integrity and confidentiality, especially in systems where confidentiality is top priority
 and at the corporate level. As you probably imagined cryptography has to play role there. 

If we look at e-business, especially in the area of e-commerce, where a new supplier is just a few clicks away, the challenge is even bigger. If a user experiences any kind of trouble using a web-service, if she is not immediately recognized as the user, if she is not able to use the resource she has been promised, she might just leave, and maybe never come back. Many users are getting used to being recognized as individuals with their preferences, histories and reputations as they return to the web-site. E-bay and Amazon are typical examples. At E-bay you have your (usually) good, trading reputation, and Amazon tries to keep you buying goods making customized offers looking at your previous purchases. So far, so good. The only problem of this approach is that companies are putting themselves in the center of attention, trying to lock-in users around them. In order to use customized services, each time they choose a new supplier, they must fill in different online (sometimes also offline) forms, very often with the same identity data. The more customized service they want, the more data they have to fill in. Again a user has to remember and use several different credential pairs for different sites. Some authors are therefore talking about new trend in identity handling where users are in the centre, and companies are around the center. This scenario is making the user an owner of his own identity data. He could then direct the flow of his identity data from site to site, reuse factual identity data in becoming a user on a new site and reuse a good reputation earned on another site.
Companies that fulfill customers needs best harvest biggest benefits. All companies, apart from those in monopoly position, want to keep its customers by giving them best possible service. Upon customer insistence, they would be willing to share identity data with others, but doing that today would be impossible, because both technical and/or legal obstacles stands in the way. Exchange of data can be arranged, but it assumes standardization efforts. Interested parties should define minimal technological requirements for hardware, software and communication protocols. That would make framework for interoperability, for exchange of identity data.  Let us look at the current development in Denmark.

Ministry of science, technology and development has developed the identity management reference model. It is supposed to outline the standards in creation, maintenance, storing and deleting identity data. It defines also the framework for interoperability between it-system of Danish public sector. The idea behind the model is that a user identity data are extracted from proprietary solutions into separate identity management module, which would ease the administration and exchange. The model should also be used in new it-system ordering process, when system requirements have to include identity management. Vendors will than have to comply with the standards. In this way customers will have more vendors competing which will dump the prices, and diminish vendor dependence.
· With a common effort by both the public and private sector, the Danish government and industry can have an effective transversal Identity management system, which would benefit all, in the near future.

· The Danish industry as well as the government agencies would benefit from adopting the Identity Management recommendations of the Danish ministry of science.

· Identity Management is not a complex technology for the future. IM can be adopted now, with numerous benefits, which can be effectively implemented with current technology. But it should however be a common transversal system including both the public and private sector for it to be efficient.

· An Identity Management System cannot be effective without accept from all entities within both the private and public sector.

Most of the users will have will have their privacy protected. They will have control over their identity data flow. They don’t want to see the situation where data about their identities is being exchanged without their consent. Many countries legally protect their citizens against unauthorized possession and exchange of personal data. Some countries have very developed system of collecting and storing of personal data. These data can be also misused. Some people are concerned about such a development fearing Orwellian type of pressure to their privacy. Privacy issues are strongly bounded to identity management, and will be addressed in this report.

2.Problem statement:

a) What is the research problem?

b) Why is that a problem?

c) For whom is that a problem?

3. Motivation

a) Why you think this is a problem for you?

b) Why is the problem interesting for you?

c) Three types of motivation: 

a. Practical motivation

b. Theoretical motivation

c. Methodological motivation

Subjective Identity


I AM


I DO


I KNOW


I HAVE








Objective - Social Identity


He IS


He DOES


He KNOW


He HAS





Figure 1.1: Overall identity is a sum of subjective and objective (social) identity





Identity = Subjective + Objective (Social)
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I show my ID at the entrance





Trust that I am not going to misuse my card
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Figure1.2: Buying museum ticket with student discount requires a chain of trust 








� Such as state security, military, and other vital systems. 
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